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Dark Web Monitor (DWM)

“DARK WEB MONITOR’S 

INNOVATIVE TECHNOLOGY 

ENABLES US TO TAKE NEW 

TECHNOLOGICAL 

APPROACHES TO SHED 

MORE LIGHT ON THE DARK 

WEB AND TO FIND 

PERPETRATORS.”

- MR EISENREICH, 

BAVARIAN STATE 

MINISTER OF JUSTICE *

DWM is an Open Source Intelligence (OSINT)

repository that offers insights into criminal and

fraudulent activities happening nowadays and in the

past by exploiting dark web and virtual

assets. It is an intuitive platform that facilitates users

efficiently.

Encrypted darknets, like Tor or I2P, have become

a safe haven for criminals who exploit technical anonymity.

Their criminal activities range from child abuse and drugs

trafficking to large scale financial crimes, affecting

both the cyberspace and physical world. Consequently,

with these opportunist actions becoming more

sophisticated, there is a prevalent need to improve Dark

Web monitoring capabilities to gain an edge over these

criminals. DWM supports financial institutes, law

enforcement agencies and cybersecurity agencies where

questionable activities are taking place allowing them to

zero in on this information using advanced analytics to

trace and apprehend the criminals for prosecution and

disruption.
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* https://dwm.pm/pilot

https://dwm.pm/pilot
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Four subscription plans have been devised with Dark Web Monitor. From basic plan with

several advanced features to the Alliance plan. This plan provides maximum flexibility on

data and software code access, priority setting on new features and day-to-day interactions.

These plans are tailored for different purposes to match your organisation’s needs.

SUBSCRIPTION PLANS 3

/Basic /Business /Premium /Alliance



GENERAL FEATURES

Dark Web Monitor provides access to a substantial dataset collected from the

Dark Web, which is indexed and made searchable. It includes access to specialised

overviews like Dark Markets, Forums and Mixing Services.
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BASIC PLAN

This plan provides advanced analytics and features on top of

previous plan. This is meant for a single account that can only be used by

one end-user.

Advantages

1

2

3

Straightforward insights into all domains with different 

darknets as Tor, I2P, ZeroNet, etc.

Advanced analytics in our dashboard based 

on discovered entities as cryptocurrency addresses, email 

addresses and PGP keys.

Download a full dataset of specific domain, adjust crawling 

schedule for specific operations, use share credentials for dark 

markets and mark entities as favourites.

/Basic

BUSINESS PLAN + BASIC FEATURES

This subscription grants access to all potential users in

your organisation. All employees with an active company email address

can get access to Dark Web Monitor with this plan. For this plan, the

organisation is able to appoint a trusted contact who governs

the other users within the organisation by approval.

Advantages

1

2

3

Unlimited number of accounts for your 

organisation (fair-use policy)

Superuser to govern organisation’s users

Possibility for specialised accounts for example 

for child sexual abuse investigations

/Business



PREMIUM PLAN + BUSINESS FEATURES

This plan extends with active support and interaction for new

features. A significant feature is access to the Application Programming

Interface (API) for integration of DWM in new or legacy systems of the

organisation. This subscription includes a co-creation approach where

based on regular meetings priorities and updates are shared.

Advantages:
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1

/Premium 2

3

Access to the Application Programming Interface (API)

Direct point of contact for questions and ideas

Participation in co-creation sessions

ALLIANCE PLAN + PREMIUM FEATURES

Alliance partners are the trust foundation of Dark Web

Monitor in providing guidance, set priorities, and insights into the full

operations of DWM including source code for forensic assurance. These

address high level commitments to the solution. In this approach, we

develop a customized plan to drive the solutions on

the organisation’s requirements.

Advantages:

1

2

3

Priority setting to keep features aligned with latest Dark Web

developments

Access to source code for forensic assurance and possibility to 

deploy own instance

Core of Dark Web Monitor support

/Alliance

Dark Web Monitor is important tool for

security investigations, hence a series of

approaches is observed to comply with privacy

and security policies of our end users. The DWM

approach is described in our Code of Conduct,

that can be downloaded from the catalogue.

Code of Conduct



Summary
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Subscription Plan Basic Business Premium Alliance

Basic Analytics √ √ √ √

Advanced Analytics √ √ √ √

Unlimited accounts √ √ √

Co-creation + API √ √

Source code access √

Alliance support √

For further enquiries about Dark Web 

Monitor, email to join@dwm.pm

To register for Dark Web Monitor: 

https://dwm.pm

Contact Us

mailto:join@dwm.pm
https://dwm.pm/


Dark Web Monitor is a complete web crawling

solution with a large number of features and advanced

analytics. To stay aligned with Dark Web developments,

we constantly innovate and improve the platform. To

get the best understanding of Dark Web Monitor, you

may opt to apply for a demonstration session* or register

for a free trial** to assess its functionality using a test

account and decide which plan fits best to your

organisations and your needs.

* Demonstration sessions are organised on regular dates where

key features are explained.

** Free trial allows access the Basic Plan for two weeks.

REQUEST FOR A 

DEMONSTRATION OR A 

TEST ACCOUNT FOR DARK 

WEB MONITOR

EMAIL US AT:

join@dwm.pm
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Demo or Test Account
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